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Abstract 
Information security remains to be one of the critical issues facing any organization worldwide including healthcare. 
The need to protect information as one of the assets in the organization and mitigate the issues is more paramount 
than before. Typically, management considers information security governance under the jurisdiction of information 
technology department, segregated from management’s main business operation. This paper investigates the current 
issues related to information security. It further identifies key factors influencing the information security culture in 
the healthcare environment. A review examining antecedents of information security culture was conducted from 
secondary data. Subsequently, a conceptual model was proposed taking into consideration factors that influences 
information security culture. This in-progress study suggests organization in building a comprehensive security 
culture particularly for healthcare environment. 
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1. Introduction 
Information security is defined as the activity to protect information from a wide range of threats in 
order to ensure business continuity, minimize business damage and maximize return on investments and 
business opportunities (Ladan et al., 2006). As information security becomes one of the challenging issues 
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in today’s organization, it is important to create a comprehensive security culture within the organization. 
Organization represents a unique system as it is built based on its goals and objectives. This reflects the 
organizations’ different disciplines and areas hinging on their values and culture. Information security is 
no longer highly dependable on technical issues alone (Martin & Eloff, 2002). It continues to be a major 
concern among top management at the highest level of organizations in protecting and securing their 
priced information. Albrechsten (2006) conducted a qualitative study proved how users provide 
significant changes in security protection in the organization through information security awareness, 
actions and the gravity of management responsibility. Information security issues in organization maybe 
implicated towards employees’ actions and behaviour (Siponen and Oinas-Kokunen, 2007). Alternatively, 
management needs to focus on different security initiatives so as to prioritized, integrated and cross-
referenced to ensure overall effectiveness of security culture.  
Extensive research on information security had focused on the basic structure of organizational culture 
as an approach towards ensuring users behaving in appropriate manner towards security activities 
(Niekerk and Solms,2006; Da Veiga and Eloff, 2010). However, empirical research on end-user security 
behaviours and factors influencing security culture is still in its infancy, practice in isolation. As 
healthcare environment encroaches on accurate information for well being of its patients as a prominent 
stakeholder, securing the management of healthcare information system is crucial.  
This study aims to investigate the key factors of information security culture. A comprehensive 
conceptual model is developed specifically for healthcare environment. This section provided the 
overview of information security. The second section discusses the information security culture while the 
third section portrays on the information security issues in healthcare environment. The fourth section 
identifies the key factors influencing information security culture in organization and the conceptual 
model follows. Finally, this paper concludes with a discussion and provides the future work of the 
research. 
2. Definition of Information Security Culture 
Information security culture is part of the organisational culture (Schlienger and Teufel 2003), 
depicted from various facets. Culture relates to the way in which things are done in organisation (Martins 
and Eloff, 2001). It relates to the behaviour and attitude of people. Ngo et al. (2005) defines information 
security culture as the assumptions of which types of  information  security  behaviour  are  accepted  and  
encouraged  by  the  employees  of  the  organization. The quality of a security culture should, however, 
not only be determined by the organizational beliefs, but alternatively, by how the organization evaluates 
and manages the basis of truth and rationality of various beliefs that end-users and managers hold upon 
organization’s security (Maynard et al., 2007). 
3. Identifying Information Security Issues in Healthcare 
Several possible issues that warrants further attention in improving information security in healthcare 
is highlighted in Appari and Johson (2010) and Meingsat et al. (2006). The advantages provided by 
technology for healthcare comes with significantly greater risk towards confidentiality of information. For 
complex information system in healthcare environment, the number of possible attacks is potentially very 
large. Previous studies revealed the following security issues in healthcare. They are identified as follows:  
i. Threat in Healthcare Information System 
 One of the important issues on current Health Information System (HIS) is threat that has impending     
effect on HIS. Nelms (2011) suggested that a threat analysis should be conducted and tailored to the 
individual organization and its environments accordingly. When threat attacks the system, the changes 
made on the information might be misleading towards the healthcare professionals. For example,in 
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Malaysia there are 22 types of threats which has been identified according to major threat categories 
based on ISO/IEC 27002 (ISO 27799:2008)(Ganthan, 2010) which had significant impact towards HIS. 
ii. Trust 
 The greatest benefit of security culture is the effect it has on other dynamic interconnections within an 
organization. It leads to greater internal and external trust, consistency of results, easier compliance with 
laws and regulations and greater value in the enterprise as whole. A model has been proposed for 
healthcare environment to disseminate information, data sharing towards privacy in healthcare to create 
trust in the healthcare (Williams, 2009). 
iii. Information Consent 
Confidentiality and use of materials in healthcare records is governed by variety of law enforced 
within the designated country. Information consent includes the right to the patients who gives the 
permission on the accessibility of their data in electronic form. This is related to whether consent is 
permitted and the purpose id questioned. Consent identification on personal health information (PHI) 
practice in Canada in (Campbell, 2007) showed that the disclosure of information on each patient is 
important to ensure the integrity of patient’s data. In Malaysia, patient consent, patient free accessibility 
and transparency in PHI must be included in privacy policy for data integrity. (Suhaila et al. 2011). 
iv. Security Policy in Healthcare 
 In order to ensure that the usage of Internet which can be use to transmit information or any sensitive 
data refers to the requirements addressed within the security policy. Most of the security policy is 
developed from the security requirements in an organization to suite their own objectives. Internet security 
policy for healthcare establishments has been clearly described from technical and non-technical 
requirements together with a set of procedure for its implementation (Stahl et al., 2012). While Suhaila et 
al. (2011) has identified 7 principle of commonly required for information privacy preservation in 
observing security policy in healthcare environment. 
v. Managerial Issues 
 Many researches promotes (Kruger et al.,2011; Hovav & De’ Arcy, 2012) security awareness.  
Nevertheless, security cannot be treated as “add-on” component; security must be given adequate priority. 
Security awareness should be an integral component towards governing organizational goals and 
objectives. This translates to the role of management responsibilities in fostering healthcare employees 
observing security policy. 
vi. Cost in Adopting Information Security 
In achieving high-level security, the organization must be able to invest a substantial amount of money 
in order to successfully and effectively protect their assets. Based on economic theory, the private 
healthcare tend to underinvest in technology relative to its social benefits compared government-
supported healthcare which leads economists to recommend that public subsidies will be used for the 
development of HIS, even though they will be used by private stakeholders (Anderson et al.,2006). 
vii. Information Sharing 
 Information sharing becomes a part of healthcare that can alter the way on how care is being 
delivered. But it allows the visibility and flow of health related information exposed among people which 
has to be controlled and monitored to ensure the information will not be misused. Gajanayake et al. 
(2006) suggest to focus on accountability system that can help to ensure the process of information 
sharing exchange in general health scenario is not being misused.  
4. Factors Influencing Information Security Culture in Organization 
 Security culture delivers the way on how people react towards the information security in 
organization. Based on related literature, Table 1 consolidated the key factors influencing information 
security culture. The antecedents are categorized as behavioural, change management, information 
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security awareness, organizational system, security requirements and knowledge. The operational 
definition of each antecedent is highlighted. The proposed conceptual model is illustrated as Figure 1. 
 
Table 1 : Operational Definition on Factors Influencing Security Culture  
 
Factors Operational Definition 
Behavioural (Albrechtsen,2007; Ng et 
al.,2009) 
Behaviour of people is influenced by the culture in where they are originate 
from or which they are function towards secure design of information and 
network to effectively implement security solution. 
Change Management (Ngo et al., 
2005; Woretaw and Lessa, 2012) 
Frequent change to applications, system and infrastructure in organization helps 
to increased security and reliability which have significant impact on the 
functionality, usability, and security of the environment and security culture. 
Information Security Awareness 
(Kruger et al.,2011; Hovav and De’ 
Arcy, 2012) 
Security awareness are used to educate people and make them aware of any 
information security threats and issues which sometimes can give impact toward 
awareness level which also reflecting the cultural factors. 
Organizational System (Alnatheer and 
Nelson, 2009; Williams, 2009) 
Organizational system refers on how organizational becomes the main factor 
contributing towards the security culture. Embedding information security 
requires the participation on each of person in the organization. 
Security Requirements (Lim et 
al.,2009; Maynard and Chang, 2009) 
Security requirements should factor education and training, conform to external 
audit and governmental requirements, and help align employee behaviour 
towards compliance with organisational security goals.  
Knowledge (Zakaria, 2006; Nikerk 
and Solms, 2006) 
In instilling the security culture in the organization, one of the biggest issues 
facing an organization’s information is influence by the knowledge, skill and 






















Fig.1 : Proposed conceptual model for factors influencing information security culture. 
 
Based on Figure 1, it can be hypothesize that: 
H1:  Behavioral has a positive relationship with information security culture. 
H2: Change management has a positive relationship with information security culture.  
H3: Information security awareness has a positive relationship with information security culture. 
H4: Security requirements have positive relationship with information culture. 
H5: Organizational system has a positive relationship with information culture.  
H6: Knowledge has a positive relationship with information culture.   
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5. Conclusion and Future Work 
This on-going research had succeeded in identifying the antecedents of information security culture. 
Based on secondary data, behavioral, change management, information security awareness, security 
requirements, organizational system and knowledge play a role in influencing information security 
culture. The next stage is to test this proposed conceptual model to determine its influencing relationship 
with selected respondents from healthcare environment in government-supported hospital in Malaysia. 
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